Research Data Management and the Cloud:

Research Data Classification Example

Public Protected Confidential Restricted
(Protected A) (Protected B) (Protected C)
Definition | Research data that is Disclosure could cause Research data that is not Research data contains
publicly available or medium harm to publicly available and confidential, restricted,
non-restricted. individuals. contains personal or highly sensitive
Disclosure may cause information. Disclosure information.
low or minimum risk. may damage the
University community
reputation or relationship.
Examples e Published e Most unpublished e Education records e Personally
research data research e Students record identifiable health
e Datathatis e Non-sensitive information information
publicly information e Employment record e Biometric, genetic
available e Fully de-identified e Identifiable low-risk or health
data, anonymized human participants’ information
survey data, data e Health records
qualitative data e Personal financial
record
Data No special Consult IT (Piloting with | Consult IT. Consult IT (consultation
Storage requirements. researchers for self- required).
Options External drive, online serve). Check if your funder has

sharing data platform
(such as OSF, GitHub),
Google Drive, Dropbox,
institutional drive.

Check if your funder has
any data storage
requirements.

any data storage
requirements.

Check if your funder has
any data storage
requirements.
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